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Security	  World	  Views	  Overview	  
Formalism	   World	  View	   Examples	  

Folklore/	  
Myths	  

Objects	  endowed	  with	  
magical	  proper(es	  

MAC	  OS	  is	  “secure”;	  firewall	  +	  
virus	  scanner	  means	  PC	  safe,	  etc	  

Aristotelian	  	  
Objects,	  proper(es	  and	  

rela(onships	  
Formal	  methods,	  expert	  systems,	  
signature-‐based	  methods,	  etc	  

Newtonian/	  
Schrodingerian	  	  

System	  state	  and	  dynamics	  
(sta(onary)	  

Control	  theory,	  Opera(ons	  
Research	  –	  determinis(c	  and	  

stochas(c	  

Darwinian/	  
Smithian	  	  

Compe((on	  and	  constraints	  
Game	  theory,	  u(lity	  theory,	  

pursuit	  and	  evasion	  

Kahnemanian	  
Human	  decision	  making	  and	  

behaviors	  
“Law	  of	  Small	  Numbers”,	  	  
non-‐”op(mal”	  behaviors	  

Each	  approach	  is	  “necessary	  but	  not	  sufficient”	  

Ancient	  

300	  BC	  

1700’s	  

1800’s	  

1900’s	  



What	  is	  an	  Informa(on	  Market?	  
•  “A	  specula(ve	  market	  created	  for	  the	  purpose	  
of	  making	  predic(ons.	  The	  current	  market	  
prices	  can	  then	  be	  interpreted	  as	  predic(ons	  
of	  the	  probability	  of	  the	  event	  or	  the	  expected	  
value	  of	  the	  parameter.”	  	  

•  “Also	  known	  as	  predic'on,	  decision,	  idea	  
futures,	  event	  deriva'ves	  or	  virtual	  markets.”	  

(Wikipedia)	  
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Role	  of	  Informa(on	  Markets	  

•  Formal/analy(c	  inputs	  
•  Experimental	  data	  

•  Human	  insights	  
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Combined	  through	  
Informa(on	  Markets	  
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Odds = 1/2 =
1− p(A)

p(A)

Bet of $2 wins $1 if A happens

p(A) ∗ winnings
− (1− p(A)) ∗ bet = 0



Polls	  vs	  Markets	  

•  Poll	  –	  what	  will	  you	  do,	  what	  do	  you	  think,	  
etc?	  

•  Market	  –	  what	  do	  you	  think	  will	  happen,	  what	  
will	  others	  do,	  etc?	  

Markets	  allow	  par(cipants	  to	  integrate	  their	  
insights	  with	  other’s	  insights	  and	  are	  deemed	  
more	  accurate	  for	  that	  reason.	  
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Iowa	  Electronics	  Market	  (IEM)	  

Name 	  	  	  	  	  	  Descrip5on	  
NRH.gain10	  	  	  	  $1	  if	  the	  Democrats	  and	  Independents	  have	  more	  than	  258	  House	  seats;	  $0	  otherwise	  
NRH.hold10	  	  	  $1	  if	  Democrats	  and	  Independents	  have	  more	  than	  217	  but	  no	  more	  than	  258	  House	  seats;	  $0	  otherwise	  
NRH.lose10	  	  	  	  $1	  if	  Democrats	  and	  Independents	  have	  217	  or	  fewer	  House	  seats;	  $0	  otherwise	  
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Informa(on	  Markets:	  
NASDAQ	  Level	  II	  Order	  

Book	  	  
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Recent	  history	  of	  
Informa(on	  Markets	  for	  
Security	  go	  back	  to	  an	  
ill-‐fated	  DARPA	  Program	  
in	  early	  2000’s	  
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But	  the	  concept	  is	  
making	  a	  
comeback…	  
IARPA	  
Aggrega(ve	  
Con(ngent	  
Es(ma(on	  
(ACE)	  
Program	  
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And	  being	  evaluated	  for	  
simple	  Cyber	  Security	  
ques(ons	  (In-‐Q-‐Tel?)	  



Sample	  CSDM	  Markets	  
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Popularized	  in	  2005	  
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Carin,	  Cybenko	  and	  Hughes,	  IEEE	  Computer,	  August	  2008	  



QuERIES	  Overview	  –	  6	  steps	  
STEPS	   TECHNOLOGIES	  

Identify Critical Intellectual Property  
and Threats against Them 

Construct the Attack/Protect 
Economic Model 

Construct the POMDP  
for a Given Protection 

Execute Information Market 
to Quantify POMDP Parameters 

Compute POMDP's Optimal Policies  

Evaluate Attack/Protect Model 

DONE or Repeat to Explore Possible 
Futures for Strategic Evaluation 

Business Plans, CONOPS and Threats 

Game Theory 

Attack Tree and Protection Plan Design 

Information and Decision Markets 

Control Theory 

Game Theory 

Control Theory 

1.	  

2.	  

3.	  

4.	  

5.	  

6.	  

7.	  

DONE	  

Steps	  of	  the	  QuERIES	  Methodology	  

Model	  the	  
Problem	  

Model	  the	  
Aoacks	  

Quan(fy	  the	  
Models	  

Use	  the	  
Results	  



State	  of	  the	  aoack	  are	  labeled	  by	  intact	  and	  defeated	  protec(ons.	  

Aoackers	  select	  ac(ons	  which	  determine	  transi(on	  probabili(es.	  

All	  transi(ons	  possible	  but	  not	  shown.	  

This	  is	  a	  Markov	  Decision	  Process	  (MDP).	  

Markov	  Decision	  Process	  Modeling	  of	  an	  Aoack	  



Markov	  Decision	  Process	  Modeling	  of	  an	  Aoack	  

0.2	   0.1	  

0.6	  

0.1	  

0.9	   0	  

0	  

0.1	  

0	   0.8	  

0.1	  

0.1	  

Transi(on	  probabili(es	  
for	  ac(on	  "a"	  

Transi(on	  probabili(es	  
for	  ac(on	  "b"	  

Transi(on	  probabili(es	  
for	  ac(on	  "c"	  

Ac(ons/state	  pairs	  have	  costs	  as	  well.	  



Markov	  Decision	  Process	  Modeling	  of	  an	  Aoack:	  
Scalability	  Issues	  



Two	  Important	  Aspects	  
1.  There	  are	  many	  transi(on	  probabili(es	  and	  

costs	  to	  es(mate:	  
–  Too	  many	  to	  obtain	  empirically	  using	  red	  teams	  

2.  An	  aoacker	  may	  not	  know	  which	  state	  they	  
are	  in	  

–  This	  is	  a	  desirable	  feature	  of	  good	  protec(ons!	  
–  Par(ally	  Observable	  MDP	  (POMDP)	  models	  
–  States	  are	  PDF’s	  over	  aoacker’s	  beliefs	  



STEPS	   TECHNOLOGIES	  
Identify Critical Intellectual Property  

and Threats against Them 

Construct the Attack/Protect 
Economic Model 

Construct the POMDP  
for a Given Protection 

Execute	  Informa(on	  Market	  
to	  Quan(fy	  POMDP	  Parameters	  

Compute POMDP's Optimal Policies  

Evaluate Attack/Protect Model 

DONE or Repeat to Explore Possible 
Futures for Strategic Evaluation 

Business	  Plans,	  CONOPS	  and	  Threats	  

Game	  Theory	  

Aoack	  Tree	  and	  Protec(on	  Plan	  Design	  

Informa(on	  and	  Decision	  Markets	  

Control	  Theory	  

Game	  Theory	  

Control	  Theory	  

1.	  

2.	  

3.	  

4.	  

5.	  

6.	  

7.	  

DONE	  

Steps	  of	  the	  QuERIES	  Methodology	  

Model	  the	  
Problem	  

Model	  the	  
Aoacks	  

Quan(fy	  the	  
Models	  

Use	  the	  
Results	  



Quan(fying	  POMDP	  Parameters	  

Three	  Steps	  
1.  Conduct	  a	  par(al	  Red	  Team	  aoack	  

2.  Use	  Red	  Team	  par(cipants	  in	  an	  informa(on	  
market	  to	  es(mate	  POMDP	  parameters	  (using	  
real	  money)	  

3.  Use	  another	  Red	  Team	  or	  Whitehats	  to	  
determine	  “truth”	  and	  subsequent	  payouts.	  



Par(al	  Red	  Teaming	  Aoack	  
•  Independent	  aoackers	  
•  Given	  protected	  code	  but	  limited	  or	  no	  
addi(onal	  informa(on	  

•  They	  aoempt	  a	  variety	  of	  aoacks	  against	  code	  

•  Par(al	  because	  the	  goal	  is	  to	  learn	  about	  
protec(ons	  not	  to	  defeat	  them	  all	  

•  Experienced	  Red	  Team	  members	  then	  
par(cipate	  in	  an	  informa(on	  market	  



Informa(on	  Markets	  
Technique	  for	  using	  groups	  of	  people	  to	  
es(mate	  probabili(es	  or	  parameters	  

Examples:	  
	  Parimutuel	  besng	  (probs)	  
	  Iowa	  Electronic	  Markets	  (probs)	  
	  Financial	  markets	  (means)	  
	  Sports	  point	  spreads	  (median)	  

Works	  beoer	  if	  real	  money	  at	  stake	  

Polls	  –	  what	  will	  you	  do?	  
Markets	  –	  what	  will	  other	  people	  do?	  

See	  Market	  Scoring	  Rules,	  Robin	  Hanson,	  
Informa(on/Predic(on/Decision	  Markets	   We	  have	  used	  market	  scoring	  rules	  to	  

es(mate	  PDF’s	  



Solving	  POMDP’s	  
•  “Solving”	  a	  MDP	  or	  a	  POMDP	  means	  finding	  an	  
op(mal	  policy	  –	  ie.	  The	  assignment	  of	  ac(ons	  to	  
states	  that	  minimizes	  the	  specified	  cost	  

•  This	  is	  a	  stochas(c	  op(mal	  control	  problem	  

•  Solvable	  by	  dynamic	  programming	  techniques	  

•  Scalability	  issues	  for	  POMDP’s	  because	  of	  the	  size	  
of	  the	  state	  space	  (technically	  infinite)	  

•  Can	  find	  op(mal	  ac(on	  for	  each	  state,	  next	  best,	  
third	  best,	  etc	  



Genera(ng	  Man-‐Hour	  (Cost)	  PDF’s	  by	  Sampling	  from	  Policies	  –	  Expert	  (sample	  
from	  op(mal)	  to	  Novice	  (sample	  from	  k	  best	  policies)	  –	  Carin,	  Cybenko,	  Hughes	  –	  
IEEE	  Computer	  2008.	  

RSA,	  AES,	  etc	  

Solving	  the	  POMDP	  



Then	  we	  could	  conclude	  things	  like…	  

The	  op(mal	  (me	  to	  stop	  if	  
the	  aoack	  has	  not	  yet	  
succeeded	  using	  a	  “closed	  
loop”	  decision	  strategy.	  

151	  hours.	  

The	  op(mal	  (me	  to	  stop	  if	  the	  aoack	  has	  not	  yet	  
succeeded	  using	  an	  “open	  loop”	  decision	  strategy.	  

1300	  hours.	  



Roadmap	  
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Physical  
Size 

Process 
Size 

Function 

Task 

Mission 

Component System Network 

Two Types of Scale 

El	  Dorado	  

Most	  IA	  work	  to	  date	  

Meso
Scale	  

Moving	  up	  in	  scale	  requires	  
abstrac(on	  and	  informa(on	  
integra(on	  that	  we	  cannot	  do	  
purely	  through	  formal	  
methods	  and/or	  experiments.	  

Role	  of	  markets	  and	  
composi(onal	  techniques	  (as	  
in	  reliability	  theory)	  should	  be	  
explored.	  



Summary	  

•  Complex	  cyber	  systems	  =	  systems	  we	  cannot	  
make	  formal,	  provable	  asser(ons	  about	  

•  Complex	  cyber	  systems	  security	  proper(es	  are	  
a	  combina(on	  of	  formal,	  experimental	  and	  
human	  insights.	  

•  Informa(on	  markets	  in	  combina(on	  with	  
experiments	  should	  be	  explored	  for	  cyber	  
systems	  security	  proper(es	  
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